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Session #4 - Security in a hyper connected world, especially for 6G
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India's Telecom SDO

Lessons learned from 5G: Security can not be an afterthought

UE to Core Network Security
SI:) « Subscription Identity Privacy
E] * Authentication framework
* Multiple Non-Access Stratum Security

@ UE to Radio Access Network Security
A * Access Stratum / PDCP layer Security
* Integrity protection (new feature)

Core Network and Management security
* Service Based Architecture Security enhancements

z~  * End-to-End Roaming Security
* Exposure Function and APl Framework Security
=

@ Security for additional features
* Edge, enablers for Network Automation (eNA), Al/ML,
& Non-Terrestrial Networks (NTN), Non-Public Networks
(NPN), Proximity Services (ProSe), WWC, etc.

Slow deployment

More than 50% of features are not deployed in SA due to multiple
architecture options (NSA/SA) causing delay in security features as
well

Late specifications and no deployment

Full Rate User Plane integrity protection (UP IP) introduced only in Rel-
17, not yet deployed in networks; not all UEs will be able to cope up with
it

Complex solutions and deployments

Features specification across different releases introduce complexity,
multiplicity of protocols and complicates deployments

Late specifications of basic features

Basic security features added along with the new features complicated
the deployment and adoption

Foundational 6G security features for UE and the network need to be ready from 6G day one
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Blueprint for 6G Security— known and novel threats

Technology perspective

Time horizon of 2030-2040 will bring new technology-induced attack vectors / threat surfaces to (mobile) networks

"Secure by Design"

Pervasive

Al
Quantum Billions of

Design of 6G network security architecture must

ol endpoints « Cater for known/foreseen attack vectors and
Threat allow for flexible migration to updated
Multi- VECTOTS ) /ML security security features/ mechanisms
S & thieats » Efficiently enable extensions to address yet
unknown threat vectors and assure future-
Heterogenous ] Open Interfaces
Cloud Radio g disaggregation prOOfﬂeSS

security threats

» Allow for composable security solutions



Presenter Notes
Presentation Notes
Pervasive AI refers to the widespread integration of artificial intelligence and machine learning technologies into various aspects of daily life and across different systems, rather than being confined to specific applications
A heterogeneous cloud refers to a cloud computing environment where multiple cloud providers, both public and private, are integrated to create a single, unified infrastructure
A multi-stakeholder supply chain in telecom involves the collaboration of various entities, including network operators, equipment vendors, service providers, regulators, and even customers, to ensure the efficient and sustainable delivery of telecom services
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Blueprint for 6G Security— novel requirements

Build 6G Security on 5G Security & Privacy by Design Security of new technologies
enabled from 6G Day One

Target is to avoid add-up security Quantum Security (asymmetric crypto
5G security provides already a very features after architectural development update- Interfaces, SUCI)

strong basis for 6G securit
: i Security considerations should be Radio Security (Lower Layer)

Even stronger security in 6G with embedded into 6G architecture design
learnings from 5G phase Al Security (training, data sanitization..)

Foundational 6G security features for UE and the network need to be ready from 6G day one
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Securing the Future
Blueprint for 6G Security— novel requwements

« comprehensive security approach when designing
6G networks
+ Adaptable PQC solutions in 6G

6G Security * security is essential for the success of data-centric
and privacy

UE-to-NW

and Al-native 6G networks
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Thank You
<saurabh.khare@nokia.com>
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